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Abstract—Constant search for efficiency and productivity has led to innova-
tion on the factory shop floor, representing an evolution of the current production 
systems combined with new technologies of industrial automation and infor-
mation technology. This work presents a versatile gateway for experimental 
demonstration of Industrial IoT technologies in a loom machine, allowing sens-
ing, monitoring and data acquisition that was not originally available. We have 
implemented an approach, based on the OPC UA communication protocol for 
real time applications, and OPC UA to MQTT conversion mechanism. Raspberry 
Pi’s platform act as an OPC UA server. From the measurements, data stored in a 
cloud server can be accessed remotely with improved security and visualized 
from a computer dashboard. One of the conclusions that can be drawn is that the 
proposed gateway allows data to be stored and easily monitored from a 
smartphone application or a computer web interface. 
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1 Introduction 

Recent years witnessed the forthcoming of Machine-to-Machine (M2M) networks 
as an efficient means to provide automated communications between distributed de-
vices. The idea of Smart Industry is gaining increasing importance in the current context 
because of its ability to automate industrial environments with great effectiveness using 
smart systems. These systems incorporate detection, actuation and control functionali-
ties. 
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The Portuguese industrial sector follows this trend and searches to technologically 
re-adapt its production processes to include sensing, monitoring and control function-
alities, allowing efficient communication with the equipment on the shop floor with 
Industrial Internet of Things (IIOT) platforms [1-3]. This is the case of the label loom 
machines industry. 

The loom machine, also known as the Jacquard machine, is an industrial device fitted 
to a power loom that simplifies the process of manufacturing textiles labels with com-
plex patterns. Although some recent loom machines are equipped with all the necessary 
sensors and communication ports to connect it to a cyber-physical environment, many 
industries continue to use old but reliable loom machines on the shop-floor. However, 
the manufacturing process of these machines cannot be effectively supervised during 
the waving process, and the common monitoring methods require a number of man-
power and material resources. 

The remaining of the paper is structured as follow: section 2 describes the system 
architecture, section 3 presents the gateway design, section 4 follows with the prototype 
test and results and section 5 present the conclusions. 

2 System Architecture 

2.1 Label loom requirements 

The electrical power box of the looms is cooled by a fan. Whether due to mechanical 
wear or dust in the air (generated by friction of the textile lines when processed) the 
fans fail to cool. The looms are not equiped with sensors to react to this problem, that 
can damage the loom if it goes undetected. 

The looms have a label cutting system (calender) based on electrical resistances that 
can be positioned according to the desired cut. These resistors can fail, and the machine 
has no mechanism of detecting the problem. 

The part of the loom that controls the needles is an electro-mechanical system called 
Jacquard. This section of the machine can sometimes overheat, leading to premature 
wear of its internal components and failure. The machine cannot predict or warn of 
these problems due to a lack of sensors. 

There are several problems with the looms, such as textile lines that break frequently, 
leading to a halt in production. When these failures are detected, the loom illuminates 
a red light in a tower of lights used for operators to understand the state of the machines. 
These stops must be recorded manually as there is no connection between the machines 
and the factory information systems. 

The production meter is counted by an inductive sensor placed on a loom shaft, but 
the sensor is prone to counting errors. 

During the production process, the looms produces mechanical and acoustic vibra-
tion. Some particular malfunctions can be perceived by sound analysis. 
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2.2 Proposed solution 

Taking into account all the requirements, the proposed architecture is depicted in 
figure 1. This architecture has incorporated the loom alarm light tower in order to pro-
cess the tower signals and correlate them with the sensor data. The solution incorpo-
rates: 

1) Three temperature sensors per loom (one for the Jacquard, one for the calendar 
and one for the electrical Power Box). 

2) One relative humidity, pressure and temperature sensor for air measurements near 
the loom. 

3) An encoder to accurately count production meters. 
4) One acoustic sensor and one vibration sensor per loom. 
5) Integrate light tower alarm signals through the gateway, using analog inputs. 
6) A push button near the machines so the operator can signal malfunctions when 

they happen. 

Moreover, due to restriction on the equipment in use on the factory, that uses MQTT 
[4] protocol to communicate with an existing IIoT platform, a conversion module from 
OPC-UA [5] to MQTT is also developed and further described in section 3. The IIoT 
platform, following the Reference Architecture Model for Industrie 4.0 (RAMI 4.0) [6], 
connects the shop floor to an external cloud server and database (not shown in the dia-
gram of figure 1). 

 
Fig. 1. Physical network architecture of the loom label machine, incorporating a smart gateway 

and cloud server 

3 System Design 

Several low-cost gateways have been proposed in the literature [7], but the lack of 
flexibility of the programming environment is a limitation. The option we propose is a 
gateway based on Raspberry Pi hardware and OPC UA communication protocol. The 
system architecture is built upon Ethernet and Wi-Fi networks, as can be seen in  
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figure 2. In this scenario, each smart gateway (Raspberry Pi) are configured as an OPC-
UA server to provide information to clients (shop floor equipment / devices, such as 
computers or mobile devices). 

 
Fig. 2. Network architecture using Raspberry Pi and OPC UA 

The Raspberry Pi SD Card was installed with the Raspbian operating system as well 
as SSH access, remote VNC connections, and I2C communication enabled. For the 
Raspberry Pi’s to act as an OPC UA server, several libraries were previously installed: 
libxml2-dev, libxmlsec1-dev, libffi-dev, Freeopcua and cryptography [8]. 

To subscribe and store all data sent from the OPC UA server, a MySQL database is 
installed on an Ubuntu Server 16.04 LTS together with Unified Automation UA Expert 
software [9] on a Windows 10 virtual machine. On the Client side, we use a Prosys 
Smartphone application [10] to subscribe and visualize the sensor data parameters. 

A Python script was written to enable the acquisition of all environmental and ma-
chine parameters available with each sensor installed, through the OPC UA Servers. It 
was also necessary to set up a set_endpoint consisting of an IP address, communication 
port, library and class, and also to define the object parameters, such as temperature, 
pressure, relative humidity, vibration, sound, as well as access and permission rules of 
the OPC UA Clients. 

For data acquisition via OPC-UA, the OPC-UA Server endpoint address were pro-
grammed to be accessed by UA Expert software on a PC and Prosys App for mobile 
devices. The Endpoint Address Configuration for a gateway is:  

server.set_endpoint 
("opc.tcp://192.168.1.10:4840/freeopcua/server/") 

When configuring server.set_endpoint, the communication is done via the OPC-UA 
TCP protocol; this is essentially a light protocol that establishes a low-level communi-
cation channel between a client and a server and provides end-to-end transfer. OPC-
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UA TCP transport negotiates maximum buffer sizes between devices and ensures data 
delivery. 

The get_objects_node () function returns the existing Object Nodes on the OPC UA 
Server, and the add_object () function adds objects through node ID and their name. 
Variables that contain information about sensor data are added via the add_variable () 
function and can always be accessed by get_value (). The connection to the database is 
done through the following instruction: 

db=mysql.connect(host='192.168.1.15', port=3306, user = 
'root', password = 'admin', database = 'OPCUA') 

The host is the server IP address (Ubuntu Server), with the default port in the 
mysqld.cnf configuration document on Ubuntu Server, user is the user (“root”) pass-
word (“admin”). The database parameter is the name of the database created in 
phpMyAdmin. As an Example, the table definition for storing data from sensor 
BMP180 is as follows: 

sql = """CREATE TABLE sensorBMP180_raspberrypi2( 
temperature DOUBLE, 
altitude DOUBLE, 
pressure INT 
)""" 

The cursor.execute (sql) command makes it possible to create the table within the 
OPC UA database (query or command). The parameters found in the tuple or dictionary 
are linked to the variables in the operation. The command cursor.execute ("" "INSERT 
INTO sensorBMP180_raspberrypi2 VALUES (% s,% s,% s)" "", (temp, altit, press) is 
used to store the values of temp, altit and press variables. This command is programmed 
within a loop, so as to continuously send the acquired data to the database. The db.com-
mit () command will send a COMMIT statement to the MySQL server, confirming the 
current transaction. 

Data from the sensor is monitored with a Node-RED [11-12] dashboard, through 
time-varying diagrams. It allows to analyze sensor past values through the interaction 
between Nod-RED and the Database. Access to data from OPC-UA servers is ensured 
through the node-red-contrib-opcua library, and the access to data from a MySQL da-
tabase through node-red-node-mysql library. 

1.1 OPC UA and MQTT bridge 

The OPC UA to MQTT bridge was developed with Node-RED flows. figure 3 de-
picts the conversion process from OPC UA to MQTT topics. figure 4 presents the flow 
diagram form MQTT topics back to OPC UA nodes. 
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Fig. 3. Conversion of OPC UA node values to MQTT topics for LM 35 sensor temperature 

 
Fig. 4. Conversion of MQTT topics to OPC UA nodes for LM 35 sensor temperature 

4 Gateway Demonstration 

The prototype module is shown in figure 5. The compact size was intended for 
demonstration purposes only. In a real scenario, all the components are distributed on 
the loom machines of the factory shop floor. It incorporates two OPC-UA servers based 
on the Raspberry Pi platform (white boxes in each side of the module). Each OPC-UA 
server is equipped with temperature and humidity sensors. The monitoring dashboard 
runs on a laptop PC. The same laptop is also running the gateway program to convert 
between MQTT topics and OPC UA nodes. MQTT nodes. Two modules, using MQTT 
protocol, were added and configured to emulate the equipment in use on the factory 
(front side of the module). They are connected to additional sensors (one acoustic sen-
sor, one vibration sensor, light tower) and actuators (a push button to signal malfunc-
tions). 

 
Fig. 5. Complete workbench running during a demonstration event 
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4.1 Dashboard page test 

Figure 6 illustrates the dashboard, created in Node-RED, monitoring sensor values 
through OPC-UA servers. 

 
Fig. 6. Node RED dashboard with values and graphs for each of the sensor parameters 

Node-RED flow is accessible through a localhost with IP address 127.0.0.1:1880 
and the corresponding dashboard is accessible through IP address 127.0.0.1:1880/ui/#0. 
With Node-RED, we can observe the sensor data and simultaneously send it to a 
MySQL database configured on UBUNTU Server 16.04 LTS, and then export it to 
PDF, Excel or CSV files. 

5 Conclusion 

The development of a versatile gateway has created an affordable solution for indus-
trial IoT applications, based on the Raspberry Pi platform. It can monitor critical pa-
rameters of the shop-floor factory through open-source software, both for smartphone 
and Desktop / Laptop computers, as well as storing data for remote analysis. Some 
limitations remain to find libraries suitable to program alarm features in the OPC UA 
Servers. OPC UA protocol is adequate to implement M2M solution in factory shop-
floor. 

Future work will include additional sensors for industrial environment (angular ro-
tation speed), alternative hardware platforms with more computational capabilities, and 
the implementation of Machine Learning algorithms for predictive maintenance based 
on the collected sensor data. 
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