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Abstract—Electromagnetic spectrum monitoring that fully
covers spectrum resources guarantees the orderly use of key
technologies. However, existing monitoring equipment and
methods cannot satisfy the increasing demand. A feasible
solution for this problem is a wireless sensor network that is
developed using a wireless self-organized network technolo-
gy for a new type of distributed information system. For the
wireless spectrum-monitoring network used by software,
this study analyzes the operating system and hardware
platform and then tests the physical transport layer under
different transmission rates. Factors that may affect trans-
mission performance are also investigated. A two-layer
network model is eventually used based on the network to
adapt to the requirements and the minimum transmission
rate. The first layer uses cable, wideband code-division
multiple access (CDMA), and time-division synchronous
CDMA; the second layer network uses Wi-Fi/cable. This
two-layer network model combines two heterogeneous net-
works, thereby enabling perception among nodes and gate-
way nodes. The management center can smooth the data
transmission process. To perform several tasks simultane-
ously, we design our own two layers at the application layer
protocol, namely, transmission protocol and data. The two-
stage ad-hoc network process, the working principle, and
the implementation method of each network application
layer module are analyzed. The new spectrum sensor net-
work structure exhibits low power consumption, low cost, as
well as distributed and self-organization characteristics. It
can guarantee the safety of data transmission with a good
transmission rate.

Index Terms—TCP/IP, network module function realization,
wireless sensor network design

L INTRODUCTION

A wireless sensor network (WSN) is a large network
system that can realize highly efficient and reliable com-
munication among nodes. An embedded operating system
(EOS) refers to a complete set of operating system soft-
ware with a considerably extensive application scope. The
transmission control protocol (TCP)/Internet protocol (IP)
is the most widely used Internet basic agreement. This
agreement is divided into four layers; the subsequent layer
interface is provided by the agreement to complete the
function of this layer.

Scientists and scholars have achieved considerable re-
search results to address this problem. In contrast to the
general perspective of a traditional network, WSN is de-
signed according to different objectives, and thus, has a
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strong application background. In the sensor network
operation process, the nodes in a network perform a series
of procedures, such as collaborative perception of infor-
mation, monitoring, collection, etc.; after data are pro-
cessed, they are returned to the service side [1]. The char-
acteristics of WSN are appropriate for military reconnais-
sance, particularly as a means of accessing information.
The task area is sufficient for distribution network nodes,
the positions of which are not fixed and are highly ran-
dom. Therefore, WSN is suitable for modern battlefield
environments. The demand of the military for the electro-
magnetic spectrum is increasing, and gathering enemy
information in such complex environments is particularly
important [2]. Mainstream EOSs available in the market,
such as Linux, Windows, and I10S, typically include sys-
tem kernel file, hardware, software, interface, and network
communication protocol [3]. An embedded system pro-
vides key kernel free customization, strong stability, high
real-time capability, etc. [4]. The main characteristic of
TCP/IP is not only its capability to work on specific net-
work architecture but also its strong openness and capabil-
ity to connect different heterogeneous networks. For uni-
fied network address allocation, the standardization of a
high-level protocol can provide a wide range of reliable
user services to ensure that each TCP/IP device has a
unique address in the same network [5].

This paper mainly reports on a model for spectrum-
monitoring network based on an embedded platform,
which applies the independent research and development
of a laboratory-constructed network protocol in an actual
network. The second chapter of this article presents gen-
eral technology theory of the embedded TCP/IP spectrum
sensor. The third chapter discusses technological innova-
tions. In the fourth chapter, an innovative technology is
used to build an embedded spectrum sensor. Data are also
analyzed in this chapter. Finally, the study is concluded in
the fifth chapter.

II.  STATE OF THE ART

A. System Hardware Platform

For the control center of this system, particularly the
Acorn RISC machine (ARM) chip and the field-
programmable gate array (FPGA) chip, the software sys-
tem adopts the Linux operating system. The FPGA chip is
mainly responsible for spectrum data acquisition and pro-
cessing, whereas the ARM chip is responsible for han-
dling the EOS and application program. For the specific
model, namely, the AT91SAM9G45 processor, the chip
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kernel is ARM926EJ-s (Figure 1). This processor supports
various mainstream flash memory interfaces and is
equipped with a special double external bus interface. The
capacity of the distributed memory is 64 k. These inter-
faces support the development of good communication
with external devices [6].

ATI91SAMIG4S5 has an operating frequency of a 400
MHZ processor and a multiple data transfer rate of over
100 Mbps peripherals; hence, it exhibits extremely high
performance and network bandwidth or local memory
bandwidth that are sufficient to provide good user experi-
ence. The QY-9 g45ek AT91SAMIG45 development
board from Arcelormittal Electronic Science and Tech-
nology perfectly supports multiple operating systems,
such as Linux, wince system, etc. Such systems are widely
used in industrial control, medical electronics, energy
conservation, environmental protection, intelligent trans-
portation, mining terminals, power systems, communica-
tion systems, the textile industry, automotive electronics,
industrial touch screen control systems, robot visuals,
media processing, wireless applications, digital home
appliances, automotive equipment, communication
equipment, and network terminal conditions.

AT91SAMIG4S5 supports the program and data storage
of the latest generation of DDR2 and NAND flash
memory interface. An internal 133 MHz multi-layer bus
architecture with 37 direct memory access (DMA) chan-
nels, a dual external bus interface, and distributed storage,
including a 64 kB static random-access memory that can
be configured as a tightly coupled memory. The bus archi-
tecture can maintain the ? of the processor as well as the
high speed and high bandwidth requirements of the pe-
ripherals. Input/output (I/O) supports a working voltage of
1.8 V or 3.3 V for the memory interface, peripheral 1/O,
and the separate configuration. Through this feature, the
user will not require any external level shifter. This feature
also supports 0.8 spacing encapsulation, and thus, can
achieve low-cost printed circuit board manufacturing. The
AT91SAMOIG4S power management controller contains a
clock door (clock gating) and backup battery parts. This
controller can be activated and can minimize power con-
sumption during standby mode. AT91SAM9G4S5 supports
SD card start burning and can easily perform customer
system update and batch production test. An internal high-
speed USB2.0 interface chip can be realized in TianMo
technology SBC6845 board with 12 MB read and write
operations. This chip provides a good network controller
and DMA communication structure, which can realize
high-speed network communication. The network speed
measured in the SBC6845 board in terms of actual com-
munication velocity is over 90 MB. The application of this
convenient and reliable interface can play a prominent role
in directing industrial communication. The
ATI91SAMOG45 serial port controller has an RS485
communication mode function, which can realize accurate
application of RS485. Accurate switching can be imple-
mented as system communication overhead and inconven-
ience are reduced. Double bus architecture is one of the
features of the chip; it does not affect operation under
minimum system condition. DMA function, system stabil-
ity, and communication system efficiency lead to a good
performance.

The aforementioned architecture is mainly used in in-
dustrial control terminals, intelligent instruments, data
collection and analysis, health careproducts, remote me-
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Figure 1.

Schematic of hardware development board

ter-reading systems, concentrators, and network terminals,
among others.

B. Linux EOS

This study uses the Linux EOS as a WSN node of the
operating system. The Linux operating system provides
good multitasking support and efficient control efficiency.
Moreover, the difficulty of development is moderate.
Linux is based on a Unix operating system, and it inherits
the network characteristics of this system as its core. The
Linux operating system uses the main platform of the x86
computer for its 32/64 operation platform, which provides
excellent support [7].

The current Linux system has a high market share and
excellent user experience rating. Compared with other
operating systems, Linux has several advantages. First,
Linux is a free, open-source software; thus, considerable
development costs are saved. Second, Linux has a strong
purpose. Developers customize systems and Linux can be
used according to different backgrounds to modify the
kernel, thereby making this operating system efficient and
require minimal memory. The application of the Linux
platform is also efficient.

In the past, embedded development used assembly lan-
guage, and thus, readability was extremely poor. The
complicated development process required using such
assembly language to write a driver for all interfaces and
hardware. The Linux system was then introduced. Linux
installs approximately 2 million bytes of memory system
and can accomplish the aforementioned task.

Linux memory management: Memory management of
all the operating systems is one of the most important
aspects of the memory management mechanism; it basi-
cally determines the efficiency and stability of a system.
Linux has a good memory management mechanism, i.e., it
accomplishes time-sharing multitasking through the pag-
ing mechanism.

Linux file system: This study uses the Linux file sys-
tem. However, the mobile terminal is the mainstream of
the file system, characteristic is to read and write speed.
The Linux operating system supports many file systems,
such as the virtual file system, to achieve data interaction.

The Linux process and thread management aim to
achieve many-to-one threads and processes using methods
similar to Solaris, which causes the system to treat threads
and processes in the same manner. Linux can replicate via
the command function process, i.e., the process of father-
and-son sharing resources. The Linux process and thread
can be assumed to be similar because of this mechanism.
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The advantages of the Linux EOS are its efficient cus-
tomization and excellent network performance. In contrast
to the traditional operating system, the Linux EOS can
support TCP/IP better. The Linux platform has a sufficient
driver for support. Linux uses the identification process
affiliate program priority level, which makes the system
reliable and reduces its development cost.

111 METHODOLOGY

TCP/IP is divided into four layers, namely, the inter-
face, network, transport, and application layers. This pro-
tocol has a good failure recovery mechanism, does not
interrupt existing services to join a network, and exhibits
efficient error rate data-processing capability, platform
independence, and low cost.

TCP/IP has been originally designed to provide national
security. When a part of a network is damaged, its other
parts can still work normally. This protocol operates fast
and requires simple implementation. Hence, TCP/IP has
gradually become the most widely used network protocol.

TCP/IP works in the network layer transport protocol.
IP has matured after years of development. The current
mainstream supports IP network equipment. IP provides a
connectionless data service and is responsible for commu-
nication among computers. Its function can be extended in
the near future. IP is not a connection-oriented transfer
protocol; thus, it cannot guarantee the integrity of the
arriving data. TCP/IP secures data transmission complete-
ly through a layer of agreement to ensure that IP alone
provides affordable transport services.

Among the four layers of TCP/IP, TCP works at the
transport layer. Different hosts in a network typically
establish a reliable connection at the application layer.
This layer will be used in the network transmission of data
to a lower level. TCP divides the data into message seg-
ment lengths to fulfill the requirements (length by the
media access control layer in the network of maximum
transmission unit restrictions). After break up, the TCP
data are segmented into the IP layer, which transfers the
data through the network to the destination host. TCP
assigns each byte number in advance, with a serial number
to ensure that the packets sent are in order and to prevent
packet loss. The destination after the packet is successful-
ly received will confirm back characters (ACK). If the
sending host rules in the packet round-trip delay have not
yet received confirmation within characters, then lost
packets will be retransmitted. TCP uses a checksum func-
tion to check whether data have errors. Sending and re-
ceiving checks are calculated.

The development of a TCP link is divided into three
steps. First, the machines at the sending end send a request
packet, in addition to the SYN flag bit with no other da-
tum, before connection is established to the receiver. Se-
cond, the receiver machine receives the SYN packet, and
the confirmation contains only the SYN + ACK packet.
Third, the first sending machine confirms the receiver in
the second step after the packet returns and sends the
ACK packet to the receiver machine as the final confirma-
tion. Machines perform data communication thrice, and a
communication link is considered the reliable basic setup.

The User Datagram Protocol (UDP) does not require
packet data transmission. In strict accordance with the
order that arrives, the packet sequences of inspection and
sorting are completed after data transmission is completed
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by the application layer. However, UDP alone has an
unreliable information service.

The workflow of UDP can be described as follows. The
local machine receives a UDP packet from the network.
The solution package obtains the port number of the UDP
packet, and the machine performs a task queuing and
message port number matching process. If the task queue
and port number are matched, then UDP receives the end
of the local task queue that is waiting to be processed. If
no criterion exists, the source address of the Internet is
discarded based on UDP to reply to a message.

TCP and UDP are the transport layers in TCP/IP. TCP
data transmission is required to establish a network link.
UDP performs transmission preparation, and the overhead
setup link is considerable. Although TCP is a reliable
transport protocol, IP does not guarantee the reliability of
data transmission. TCP alone has excellent error detection
and retransmission mechanisms that effectively solve
transmission errors. TCP is a streaming protocol. UDP
does not need to establish a network link, its resource
overhead is small, and it transmits data rapidly. However,
UDP has no fixed communication link, and thus, it does
not guarantee the integrity and reliability of data.

TCP/IP, as the basis of current Internet use, generally
has positive and extensive applications. TCP/IP in various
designs is presented to solve the problem of Internet work-
ing on heterogeneous networks. This protocol is designed
as a point-to-point protocol on both sides of the IP address
of IP packets. Data transmission occurs in the same physi-
cal network devices within a network. However, IP alone
does not guarantee transmission reliability. TCP/IP can
control the subnet of a machine. It does not depend on a
specific hardware or operating system and sensor charac-
teristics. This study designs a network for reliable data
transmission and speed, which has certain requirements.
The entire system can combine heterogeneous networks
with one-to-one or one-to-many control and data transmis-
sion based on the aforementioned reasons and the charac-
teristics of sensor network applications. This study uses
TCP/IP stack.

TCP/IP uses four transports as a network interface,
namely, cable, Wi-Fi, wideband code-division multiple
access (WCDMA), and time-division synchronous code-
division multiple access (TD-SCDMA), as shown in Fig-
ure 2.

Figure 2. TD-SCDMA and WCDMA equipment
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To enable transmission rate and quality to satisfy the
demand and to achieve the goal of a fast network within a
short period, the perception nodes of network equipment
mainly use Wi-Fi/cable (primarily for indoor test) trans-
mission because far-distance perception nodes typically
exist in the management center and the position of percep-
tion nodes may change. Table 1 lists the Wi-Fi used in our
test, the speed of the transmission module test, and the
data used in the Wi-Fi module for performance analysis.
Figures 3 and 4 show the data histogram.

From the data, we determine that the Wi-Fi transfer
rate may affect signal strength, equipment, and moving
objects, such as Wi-Fi antenna orientation [8]. For data
communication between two devices, a close distance
leads to high signal strength and good transmission relia-
bility [9]. The network connection is normal during the
data testing process. Smooth transmission during the
entire test prevents network congestion or link break. The
transmission rate can reach 12 Mbps, which can com-
pletely satisfy the demand.

IV. RESULT ANALYSIS AND DISCUSSION

Figure 5 shows the flowchart of the implementation in
the application layer protocol in network architecture.

This system adopts two-stage, three-layer networks.
The two stages belong to a heterogeneous network, the
network management center, and the gateway, which
directly uses a 3 g/cable network, a sensor network, and a
Wi-Fi network.

The application layer protocol designed in this study
can be divided into two layers, namely, business protocol
and transport protocol. The transport protocol specifies the
format of the application layer in Baotou. Gateway nodes
forward cluster-head node command. The business proto-
col specifies the specific contents of the application layer
packet data entity part, the data entity store command
parameters, or the contents of the returned data; these data
are based on the agreement according to a certain format
stored in a data entity within the business; when the re-
ceiving end receives the packet, it can also regulate the
business protocol data entity [10].

TABLE 1.
‘WI-FI TEST RESULTS
5 dBi 12 dBi
Distance Level Rate Maximum rate |Minimum rate |Level Rate Maximum rate |Minimum rate
m dBm Mbps Mbps Mbps dBm Mbps Mbps Mbps
60 =79 21.3 30 26 =76.6 19.4 31.3 2.8
450 -69.4 18.32 24.1 11.4 -67 22.28 27.8 17
240 =72 1.81 4.0 0.649 =78 11.25 15.0 8.1
40
20 -+
0
60m 450m 240m
mLevel/dBm
20 1 u Velocity/Mbps
10 1 Max.Velocity/Mbps
® Min.Velocity/Mbps
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-80 -
-100
Figure 3. Wi-Fi test results
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Figure 4. Wi-Fi test results

1JOE — Volume 12, Issue 5, 2016

41



PAPER

EMBEDDED SPECTRUM SENSOR NETWORK ARCHITECTURE AND TRANSMISSION MEDIUM TEST BASED ON TCP/IP

Task “ \ /
’ ma £ / Gateway / \
< \\managemen/, . node g Perceptual
. center . / . node
Fill in the Ready to accept
arameter and will command Connccted to
’ command the management the node
packet center
Send ds to Take orders and
the gateway node unpack
Analysis of data ~—_
entities and “To determine whether a )
execute the YES —~MAC belongs to this node~ :
command ~ ~
~ Passed to the e sepijihe
l NO | network
node
b command
Returns the results _~"To determine whether a ™
~_ MAC for the cluster nodes Oy ol
~ - Analysis of data
~ - and execute the
~ command
I
I
I
! 4L
According to the
A t the 1t: l need for Returns the
ceept the results processing and results
return the result

Figure 5. Flowchart of the implementation of the application layer protocol

V. CONCLUSION

Existing equipment cannot satisfy the increasing re-
quirements of monitoring tasks. A feasible method to
solve this problem is to use an electromagnetic spectrum
monitoring equipment to set up a WSN.

This study analyzes the characteristics of a spectrum-
monitoring WSN by aiming at the actual demand for
network operation. The data transmission speed and
steady operation of network architecture are designed. ,
The TCP/IP application layer is designed based on the
analysis of TCP/IP.

This study designs the lower layer using TCP/IP and
the upper layer using transport protocol according to the
characteristics of spectrum-monitoring data in WSN. The
lower layer cannot assure the effective supervision and
retransmission mechanisms. By contrast, the design effi-
ciency of the application layer protocol is high and can be
extended in the future to yield sufficient space. The ap-
plication layer protocol is implemented and tested in
WSN. The test results validate its operation stability.

The proposed method uses an efficient transport proto-
col to achieve high-performance data transmission and to
improve other aspects, including detection, scanning,
positioning, and other business data transmission reliabil-
ity and security.
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