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Abstract—In this paper the dynamic point target tracking is 
studied, and a message driven target tracking algorithm 
based on non-ranging is proposed by combining the actual 
sensor node characteristics. By tissue tracking around the 
target sensor nodes collaborate to establish a tracking clus-
ter and the cluster head node for data fusion to accurately 
locate the target and thus formed a kind of efficient and 
precise distributed dynamic tracking cluster algorithm of 
DTC. The tracking cluster can follow the target as a shad-
ow, and it can realize the management of the cluster itself 
and constantly report to the sink node to the target location. 
The protocol is especially suitable for the use of large scale 
wireless sensor networks with low node cost. 

Index Terms—WSN; Security; Optimization; Routing 

I. INTRODUCTION 
Wireless sensor networks (WSN), sometimes called 

wireless sensor and actuator networks (WSAN), are spa-
tially distributed autonomous sensors to monitor physical 
or environmental conditions, such as temperature, sound, 
pressure, etc. and to cooperatively pass their data through 
the network to a main location. The more modern net-
works are bi-directional, also enabling control of sensor 
activity. The development of wireless sensor networks 
was motivated by military applications such as battlefield 
surveillance; today such networks are used in many indus-
trial and consumer applications, such as industrial process 
monitoring and control, machine health monitoring, and 
so on[1]. 

The WSN is built of "nodes" – from a few to several 
hundreds or even thousands, where each node is connect-
ed to one (or sometimes several) sensors. Each such sen-
sor network node has typically several parts: a radio trans-
ceiver with an internal antenna or connection to an exter-
nal antenna, a microcontroller, an electronic circuit for 
interfacing with the sensors and an energy source, usually 
a battery or an embedded form of energy harvesting. A 
sensor node might vary in size from that of a shoebox 
down to the size of a grain of dust, although functioning 
"motes" of genuine microscopic dimensions have yet to be 
created. The cost of sensor nodes is similarly variable, 
ranging from a few to hundreds of dollars, depending on 
the complexity of the individual sensor nodes. Size and 
cost constraints on sensor nodes result in corresponding 
constraints on resources such as energy, memory, compu-
tational speed and communications bandwidth. The topol-
ogy of the WSNs can vary from a simple star network to 
an advanced multi-hop wireless mesh network. The prop-
agation technique between the hops of the network can be 
routing or flooding. 

Wireless sensor network target tracking problem, as it 
puts forward the earliest application requirements in mili-

tary, scientific research, aerospace, medical, agriculture 
and animal husbandry, transportation and other applica-
tions have wide and important application prospect, and 
has been a research focus at home and abroad in recent 
years. Most of the existing target tracking protocols in 
wireless sensor networks focus on the improvement of the 
local performance of the network. Although people for the 
application of this technology in practice has put forward 
a lot of suggestions, but existing algorithms always exists 
a variety of defects that are less available for practical 
application in large-scale wireless sensor network system. 
Most of the existing algorithms are still in the experi-
mental stage, often because they cannot meet the network 
size, security and other important indicators have become 
difficult to implement. In order to promote the develop-
ment and practical application of wireless sensor net-
works, it is necessary to carry out in-depth research in this 
field [2]. 

II. RELATED WORK 
Target tracking is one of the most important applica-

tions of wireless sensor networks can be widely used in 
the fields of transportation, security and battlefield recon-
naissance, in recent years, people in the target tracking 
algorithms are a lot of research and achieved significant 
progress. Typical target tracking applications mainly in-
clude two types of target tracking and target tracking, the 
research on the application of wireless sensor network 
tracking is mainly focused on the point of target tracking. 
According to the implementation mechanism of the target 
tracking system, the research in the field of wireless sen-
sor network is more influential in the target tracking algo-
rithm mainly includes the following ways. 

A. Dual element detection cooperative tracking 
Sensor node has the characteristics of small size and 

low price, and its function is relatively weak. In the appli-
cation of the target location, the general cheap sensors are 
difficult to accurately measure the distance, direction and 
properties of the target, so the most simple and intuitive 
target tracking sensor network is the dual detection target 
tracking[3]. 

Dual detection sensor cannot detect the distance of the 
node to the target, can only determine the target in the 
sensor detection range or outside of the two kinds of de-
tection status. Because the target motion is random, it is 
very difficult to track the irregular trajectory. Dual detec-
tion method without affecting the tracking results under 
the conditions, assuming that the target within the detec-
tion range of the node uniform motion, thus the use of 
node location information to estimate the target location 
can approximate target trajectory as a broken line. Be-
cause the detection range of the single sensor node is 
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relatively small, the hypothesis is very close to the true 
trajectory of the target. 

B. Message driven cooperative tracking  
Collaborative tracking information driven sensor nodes 

use their detected information and received from other 
nodes detecting information judgment possible target 
trajectory, wake up the proper set of sensor nodes at the 
next moment in tracking activities. It not only requires 
sensor nodes to detect data processing, according to the 
different task demands and the limited resources selection 
of appropriate algorithms determine the target state, and 
the need to multiple nodes in the network work together, 
through the exchange of information to detect jointly 
determine the trajectory of the target, and the tracking 
results sent to network users. Sensor nodes can select the 
appropriate node to detect the target and transfer infor-
mation through the exchange of information. Information 
driven collaborative tracking key is how through the ex-
change between the nodes of the tracking information on 
the trajectory of a moving object more accurate tracking, 
and the distributed autonomous algorithm can effectively 
reduce the amount of communication between nodes, 
which saves node limited energy resources and communi-
cation resources[4]. 

C. Convey-Tree 
For a wide range of sensor units, a distributed target 

tracking algorithm using a transfer tree structure can be 
used. When the target is in the detection area, the sensor 
node of the target is detected first to select a root node, 
and the initial transmission tree is constructed. Each node 
periodically sends out the detection information and 
transmits it to the root node. The root node is collected to 
all the detection reports for data fusion processing, and the 
processing results are sent to the sink node. As the target 
moves, the transfer tree deletes the nodes that are farther 
and farther away from the target, and wakes up the node 
in the target moving direction to join the transmission tree. 
When the target distance from the root node exceeds a 
certain threshold value, the need to reelect the root node 
and re construct delivery tree[5]. 

The method of transmitting the root node by its own 
sensor unit to collect data and through local nodes ex-
change information for target tracking, and will change 
the tree structure as well as the moving target, dynamic 
additions and deletions to some nodes. The transmission 
tree structure is adapted to the sensor nodes with large 
sensor nodes, so that the node coverage area of the dy-
namic target is larger, and the moving speed of the corre-
sponding target is low. Transfer root node update frequen-
cy is not too high, so in a relatively stable state, as long as 
the updated leaf node can guarantee delivery tree detection 
area coverage of the target, with respect to the information 
driven collaboration tracking can significantly reduce the 
cluster update frequency. 

This algorithm provides a feasible method for the appli-
cation of the sensor networks in the field of target track-
ing, and further reduces the reconstruction frequency to 
reduce the energy consumption. But most of the existing 
sensor nodes, the node communication distance is far 
greater than the sensing distance, the algorithm in the 
actual application performance still needs further research. 

D. Face target tracking algorithm 
Sensor network tracking, in many cases, the need to 

track a larger area of the target, such as forest fires in the 
edge of the advancing path, the path of the typhoon, etc. In 
this case only by the collaboration of the local node cannot 
detect the complete trajectory of the target. Therefore 
some scholars proposed using dual space transformation 
method, that determines which nodes are involved in 
tracking, to ensure that the trajectory of moving target 
detection[6]. 

E. Wireless sensor networks Trust Management 
Categories 

Hierarchical trust management is the assessment of the 
trust and other values, and pass a hierarchical storage 
management features, often with the application of net-
work topology and confidence values are closely linked. 
Data security; if the base station and sensor nodes based 
on natural hierarchy formed by the base station as the 
center of trust management; - - cluster head node ordinary 
nodes of layer 3 of trust in management there is a cluster 
structure of a sensor network, the base station will form 
aggregation applications, often based on trust management 
aggregation tree hierarchy. In the hierarchical trust man-
agement, the trust can pass layer by layer, the higher the 
value of the trust store all subordinate or subordinates 
adjacent. Trust can also be progressively converge, form-
ing different levels of trust value. Planar trust management 
is the process of trust management, the network status of 
all nodes and base stations are equal, take the same model 
and management strategies, there is no obvious or central 
level. 

1) Global trust management and trust management 
local. 

Global trust management means that a node has a 
unique trust value across the entire network, the general 
common sensor network cluster structure. Local trust 
management refers to the node being evaluated to assess 
different values may be inconsistent trust at the node in 
the node to make decisions based on trust value stored 
locally or transmitted credibility comprehensive decision 
based on local trust value and neighbors. 

2) Trust management based on trust and credibility of 
local management based on information collection. 

When conducting trust evaluation because of incom-
plete information may cause deviation of the assessed 
value, in order to obtain a more accurate value of the trust, 
the trust often need to consider the assessed value of the 
other node to correct local assessment results, which is 
based on the credibility of the trust management the basic 
idea. But in the sensor network, node due to limited re-
sources, to reduce the cost of communication and compu-
ting, and some trust management system in the assessment 
of the value of trust, simply consider the node itself to be 
observed and the results of the assessment node interac-
tions evaluation local information, save other transport 
node reputation value of energy consumption. 

3) General trust management and trust management 
related applications. 

General Trust management is considering all aspects of 
trust defined element of the definition of a complete trust 
management framework, including information collection, 
transmission, storage trust management, calculation, up-
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date other aspects of the design. Calculated trust value 
untargeted, is a comprehensive assessment of the credibil-
ity of the nodes, sensor networks can be used to run appli-
cations and all related technologies. And the application of 
the relevant trust management are well targeted, trust 
management of all aspects of the design process are close-
ly associated with a particular application, such as trust 
management often need to identify safe routes selfish 
nodes, low competitiveness node, and for secure data 
fusion trust management selfish nodes generally do not 
need treatment, even in some systems, when a malicious 
node does not send the error data will not affect the value 
of their trust. 

III. MULTI NODE COOPERATIVE TARGET TRACKING 
ALGORITHM 

Usually a target's appearance will be detected around a 
certain range of sensor nodes, which are usually adjacent 
to each other. At this time through the organization of 
these locations related to the local collaboration, to locate 
the target is an effective and intuitive way of. Through the 
cooperation of these nodes[7], the local node tracking data 
fusion can effectively reduce the data communication 
between nodes in the premise of ensuring the accuracy of 
tracking, thus saving the node energy and communication 
bandwidth. The key of the cooperative tracking is how to 
realize the accurate tracking of the target trajectory 
through the exchange of information between nodes, 
while minimizing the energy consumption of the node. 
Key issues of collaborative tracking include determining 
which nodes are to be tracked, which need to be acquired 
and what information must be exchanged between the 
nodes. Considering the node is needed to obtain a tracking 
information validity, accuracy and node complete tracking 
task requires the energy cost, in order to determine which 
sensor nodes should be involved in the tracking process 
and tracking node collaboration. 

In this paper, based on the principle of multi point co-
operative target tracking, a dynamic tracking cluster pro-
tocol DTC is proposed, which is based on the performance 
of the existing sensor nodes. In this paper, we use R to 
represent the effective communication radius of nodes, 
and R indicates the effective sensing radius of the sensor 
nodes. We note that the communication transmission 
distance of the existing sensor nodes is usually far away 
(R>loom), while the traditional sensor devices are rela-
tively short (<40m), such as sound, magnetic and other 
sensors. So different from the traditional message driven, 
tracking tree algorithm, DTC protocol is mainly aimed at 
low cost wireless sensor nodes used in large scale network 
design[8]. 

In this paper, we make the following assumptions: sen-
sor network nodes know their location information; net-
work overall in each element are equipped with sensors 
that can detect targets, but these sensors function is weak 
only to judge whether the target is, cannot judge the direc-
tion and distance; nodes in a certain extent synchroniza-
tion; each sensor only in the distance in half the distance 
of wireless communication range of the target tracking, 
which also limits the simultaneous sensing to the distance 
between the two sensors in a target are in each other. 

IV. DTC ALGORITHM 
Target tracking wireless sensor networks are usually 

large-scale random spread, and the whole network is a 

kind of unstructured planar network. Each node in the 
network is peer to peer, it is likely to become cluster head 
node. In order to describe the dynamic tracking cluster 
algorithm DTC, a finite automaton model is used to de-
scribe the state of each sensor node in the target tracking 
process[9]. 

Routing path of delay and energy consumption, and the 
number of AP on the routing path, each AP asked to lie 
off the tight phase, in fact, is how to set the distance be-
tween the various sectors of the base station, that is, how 
to select the ring size. The energy consumption of the 
routing is also related to the sector size and the distance 
from the base station of each sector. The nearest ring start-
ing from the tomb station is in turn.:r1,r2,…,rk.: For r1, 
for the R1 assuming a bit transmission of this distance of 
energy consumption for the Cr12, then, for the Aj to Aj-1, 
it is easy to get its value of c(rj-rj-1)2. This set of r0=0, the 
path from the sector Ai to the base station for the energy 
consumption of the routing path: 
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It is obvious that the (3) type left is the smallest and 
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For (4) - type when and only if: 
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Form(4) and(5),we can get: 
   2

iE icd=                                                                 (6) 
Let tx for the maximum transmission radius of AP, and 

set up d=tx:  
   2( )i xE i ct=                                                              (7)                              

From the (7) type, it is known that the minimum energy 
consumption of the base station must be equal to the dis-
tance between each ring, and the distance is the maximum 
transmission distance of AP. 

V. TEST AND ANALYSIS 
In order to test the performance of the protocol, we se-

lect the Ns2(network simulator 2) as a simulation tool to 
test the DTC protocol. 

Ns began as a variant of the REAL network simulator 
in 1989 and has evolved substantially over the past few 
years. In 1995 ns development was supported by DARPA 
through the VINT project at LBL, Xerox PARC, UCB, 
and USC/ISI. Currently ns development is support 
through DARPA with SAMAN and through NSF with 
CONSER, both in collaboration with other researchers 
including ACIRI. Ns has always included substantial 
contributions from other researchers, including wireless 
code from the UCB Daedelus and CMU Monarch projects 
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and Sun Microsystems. Ns2 is a discrete event simulator 
for network research, which can be easily used to simulate 
all kinds of wireless network protocols and network archi-
tecture by adding CMU wireless extension[10]. 

Experiment uses 20 MicaZ nodes, which are divided in-
to 10 groups. Each group has two nodes: respectively, 
sending node and receiving node. And do the following 
requirements: 1 The Micaz node connected with base 
stations as receiver named node A; The Micaz node which 
send data to node A named node B. From above test: In 
the same distance, the relationship between packet recep-
tion ratio and the distance for forward link and reverse 
link. 

In the following experiments, we randomly placed 100 
nodes to monitor the temperature at 140 m * 40 m in the 
sensing area, and investigate the accuracy of the probabil-
ity and data acquisition results of the safety election clus-
ter heads[11]. 

Neighbor nodes monitor each other, determine each 
other's trust value, and submit their most trusted neighbor 
nodes as candidate cluster heads in each cluster head elec-
tion. In the presence of malicious nodes, they may cheat 
the neighbor's trust to become the candidate cluster head, 
Figure 1 shows the probability that the node in our pro-
gram will be malicious neighbors selected as candidate 
cluster heads. As shown in the Figure 2, the probability of 
a malicious node to become the candidate cluster heads is 
very small, and it has little effect on the correct candidate 
cluster head, and decreases with the decrease of the cap-
tured rate. 

In order to influence degree of agreement on DTC by 
the speed of the test target, we make the target node from 
the origin through the same path mobile point-to-point 
(10001000) site at different speeds. From 16 of the test 
results shown in Figure 3, the target speed is slower, the 
more effective tracking data. This is caused by two rea-
sons: 

1. When the target is low speed, the retention time in 
the network is longer;  

2. The frequency of the cluster update is low, the effec-
tive working hours of a single cluster is longer. Be-
cause the cluster update is triggered by the distance 
between the target and the cluster head, the data of 
the control packets used for cluster update is not 
large.  

 

When the target moves at a speed of over 40, which is 
144KM/H, the proportion of effective tracking results is 
reduced due to frequent cluster update, which makes the 
cluster update cost increased. 

Tests show that the DTC protocol can effectively track 
the moving target in the coverage area of wireless sensor 
networks. 

Table 1 shows the change of the trust value of the 
member nodes stored in the cluster head. In the protocol 
of our design, the initial trust value of the nodes is 1, and 
the value of trust is gradually changing with the cluster 
head. The overall trend is that the trust value of malicious 
nodes decreases, and the trust value of normal nodes is 
close to 1. As is shown in Figure 4, the variation of the 
curve verifies the correctness of the protocol. 

 

 
Figure 1.  The relationship between d and prr from A to B 

 
Figure 2.  Error rate of node 

 
Figure 3.  Effect of target speed on DTC 

TABLE I.   
PROBABILITY OF SELECTING COMPROMISED NODES AS CLUSTER HEAD 

Compromised node 
ratio(%) 

Probability(Using 
trust grid head elec-

tion) 

Probability(without 
trust mechanism) 

0 0 0 
15 0 0.2 
50 0.1 0.4 
85 0.2 0.8 
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Figure 4.  Trust value of node 

VI. CONCLUSION 
In this paper, we propose a distributed dynamic track-

ing cluster algorithm DTC. The algorithm is based on the 
condition of large scale spread of cheap sensor nodes, 
which is consistent with the design requirements of wire-
less sensor networks. By tissue tracking sensor nodes 
around the target, this protocol can is achieved at the ex-
pense of its cluster maintenance and update of consuming 
in communication with the computing capability of cluster 
head node, and through using the improved algorithm of 
convex programming to the intra cluster data fusion, elim-
ination of redundant data and accurately locate the target. 
The algorithm mainly considers the case that the sensor 
radius of the node is less than half of the transmission 
radius, that is, r<R/2. In line with the actual situation of 
the current sensor network. Simulation results show that 
the proposed protocol can efficiently and accurately track 
the moving target, and has practical application value. 
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